CONTRACTOR CAC REQUIREMENTS

Employees Requiring CACs need to fill out and provide the below listed forms and complete the online Training and Request for Security clearance.
1. Fill out and Provide Investigation Request Sheet.
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2. Fill out and Provide two (2) finger print cards

3. Fill out and Provide System Authorization Access Request (SAAR)  DD 2875 Aug 2009
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4. Fill out and Provide Base Access form (Each location has a different form).
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5. Complete Training and provide Certificate (Training must be completed within the current year).
a. Personally Identifiable Information (PII)

b. Information Assurance Awareness (IAA)

6. Read, Initial and date the following documents:

a. DD 2875 Addendum;  Standard Mandatory Notice and Consent Provision for all DOD Information System User Agreements
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b. Flash Drive Account Lockout Message
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c. Immediate Discontinued use of Removable Flash Media Storage and Memory Devices on Marine Corps Networks
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7. Complete SF 85P Questionnaire for Public Trust online (E-QIP). 
a. Print out the three (3) signature pages, sign and submit.
New Employees must submit their other documents first to be entered into the system.  Once entered you will be able to complete the SF85P and print out your signature pages.
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Note: Employees that currently have a security clearance and are renewing their CAC do not need to resubmit the SF 85P, signature pages and Fingerprint Cards.
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Print Form

UNITED STATES MARINE CORPS
MARINE CORPS POLICE DEPARTMENT
MCLB BASE ACCESS
PRIMARY CONTRACTOR/VENDOR

CONTRACT # AUTHORIZED WORK AREAS EXPIRATION DATE

TRUSTED AGENT (NAME & PHONE# AND EMAIL ADDRESS)

CONTRACTOR/VENDOR POINT OF CONTACT (NAME & PHONE# OR PAGER)

CONTRACTOR/VENDOR INFORMATION (COMPANY NAME)

(ADDRESS) (CITY, STATE & ZIP CODE)

(AREA CODE & PHONE#) FAX NUMBER

SUB-CONTRACTOR/VENDOR INFORMATION (COMPANY NAME)

(ADDRESS) (CITY, STATE & ZIP CODE)

(AREA CODE & PHONE #)

SUB-CONTRACTOR/VENDOR POINT OF CONTACT (NAME & PHONE #)

CRIMINAL HISTORY BACKGROUND CHECK CONSENT FORM

I hereby authorize the Marine Corps Police Department to receive any criminal history information pertaining to me
which may be in the files of any state, federal or local Criminal Justice agency for the purpose of gaining accessing
to MCLB, Albany.

PLEASE PRINT ALL TINFORMATION NO ABBREVIATIONS

NAME :

(FIRST) (MIDDLE) (LAST)

OTHER NAMES USED:

(includes any other names ever used: maiden, other married names, common law names, adopted names
and nicknames)

ADDRESS:

(STREET**no PO boxes) (CITY) (STATE) (ZIP CODE)
(HOME PHONE#) (CITY OF BIRTH) (STATE OF BIRTH)
(SEX) (RACE) (DATE OF BIRTH) (SSN)

Answer the following questions: PLEASE USE THE BACK OF THE FORM IF MORE ROOM IS NEEDED

HAVE YOU EVER BEEN CONVICTED OF A SEX OFFENSE OR ARE YOU A REGISTERED SEX OFFENDER?

HAVE YOU EVER BEEN CONVICTED OF A FELONY IN THE LAST 15 YEARS? __ IF YES, WHAT OFFENSE (S)?
DO YOU HAVE ANY MISDEMEANOR CONVICTIONS WITHIN THE LAST 5 YEARS TO INCLUDE DUI/DWI?___ IF YES, WHAT

DO YOU HAVE ANY DRUG CONVICTIONS WITHIN THE LAST 5 YEARS?___ IF YES, WHEN

ARE YOU CURRENTLY ON PAROLE OR PROBATION?____ IF YES, WHAT OFFENSE (S)?

ARE YOU CURRENTLY UNDER CRIMINAL CHARGES THAT HAVE NOT BEEN ADJUDICATED?? __ IF YES, WHAT OFFENSE (S)
ARE YOU CURRENTLY BARRED FROM ANY MILITARY INSTALLATION?___ IF YES, WHERE AND WHAT OFFENSE (S)
Signature of applicant Date

(Form updated 10Mar08)
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SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)

PRIVACY ACT STATEMENT

AUTHORITY: Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act.

PRINCIPAL PURPOSE: To record names, signatures, and other identifiers for the purpose of validating the trustworthiness of individuals requesting
access to Department of Defense (DoD) systems and information. NOTE: Records may be maintained in both electronic
and/or paper form.

ROUTINE USES: None.

DISCLOSURE: Disclosure of this information is voluntary; however, failure to provide the requested information may impede, delay or
prevent further processing of this request.

TYPE OF REQUEST

INITIAL [ ] moDIFicATION [ | DEACTIVATE | | user I

DATE (YYYYMMDD)

SYSTEM NAME (Platform or Applications)

Navy Marine Corps Intranet

LOCATION (Physical Location of System)

PART | (To be completed by Requestor)

1. NAME (Last, First, Middle Initial)

2. ORGANIZATION

3. OFFICE SYMBOL/DEPARTMENT

4. PHONE (DSN or Commercial)

5. OFFICIAL E-MAIL ADDRESS

6. JOB TITLE AND GRADE/RANK

7. OFFICIAL MAILING ADDRESS
814 Radford Blvd., Suite 20240

Albany, GA 31704-0240

8. CITIZENSHIP 9. DESIGNATION OF PERSON
us []Fn [miLTARY [ ] CIVILIAN
[ ] oTHER IX] coNTRACTOR

10. IA TRAINING AND AWARENESS CERTIFICATION REQUIREMENTS (Complete as required for user or functional level access.)

| have completed Annual Information Awareness Training. DATE (YYYYMMDD)

11. USER SIGNATURE

12. DATE (YYYYMMDD)

PART Il - ENDORSEMENT OF ACCESS BY INFORMATION OWNER, USER SUPERVISOR OR GOVERNMENT SPONSOR (If individual is a
contractor - provide company name, contract number, and date of contract expiration in Block 16.)

13. JUSTIFICATION FOR ACCESS

14. TYPE OF ACCESS REQUIRED:

[X] AUTHORIZED [ ] PRIVILEGED

15. USER REQUIRES ACCESS TO:

[ ]oTHER

X] uncLassiFiED [ ] CLASSIFIED (Specify category)

16. VERIFICATION OF NEED TO KNOW

16a. ACCESS EXPIRATION DATE (Contractors must specify Company Name,
Contract Number, Expiration Date. Use Block 27 if needed.)

| certify that this user requires access as requested. D
17. SUPERVISOR'S NAME (Print Name) 18. SUPERVISOR'S SIGNATURE 19. DATE (YYYYMMDD)
20. SUPERVISOR'S ORGANIZATION/DEPARTMENT 20a. SUPERVISOR'S E-MAIL ADDRESS 20b. PHONE NUMBER
21. SIGNATURE OF INFORMATION OWNER/OPR 21la. PHONE NUMBER 21b. DATE (YYYYMMDD)

22. SIGNATURE OF IAO OR APPOINTEE

23. ORGANIZATION/DEPARTMENT | 24. PHONE NUMBER 25. DATE (YYYYMMDD)

DD FORM 2875, AUG 2009
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26. NAME (Last, First, Middle Initial)

27. OPTIONAL INFORMATION (Additional information)
By signing block 11 | agree to the following rules of behavior:

- | understand that | am providing both implied and expressed consent to allow authorized authorities, to include law enforcement personnel, access
to my files and e-mails which reside or were created on Government I T resources.

- | will not conduct any personal use that could intentionally cause congestion, delay, or disruption of service to any Marine Corps system or
equipment.

- I will not install or use any Instant Messaging client or peer-to-peer file sharing application, except that which has been installed and configured
to perform an authorized and official function.

- | will not use Marine Corps I T systems as a staging ground or platform to gain unauthorized access to other systems.

- | will not create, copy, transmit, or retransmit chain letters or other unauthorized mass mailings, regardless of the subject matter.

- I will not use Government IT Resources for activitiesthat areillegal, inappropriate, or offensive to fellow employees or the public. Such activities
include, but are not limited to: hate speech, or material that ridicules others on the basis of race, creed, religion, color, sex, disability, national
origin, or sexual orientation.

- | will not use Government I T resources for personal or commercial gain without commander approval. These activities include solicitation of
business services or sale of personal property.

- | will not create, download, view, store, copy, or transmit materials related to illegal gambling, illegal weapons, terrorist activities, and any other
illegal activities or activities otherwise prohibited such as transmitting sexually explicit or sexually oriented materials.

- | will not use Marine Corps I T systems to engage in any outside fund-raising activity, endorse any product or service, participate in any lobbying
activity, or engage in any prohibited partisan political activity.

- | will not post Marine Corps information to external newsgroups, bulletin boards or other public forums without proper authorization. This
includes any use that could create the perception that the communication was made in ones officia capacity as a Marine Corps member, unless
appropriate approval has been obtained or uses at odds with the Marine Corps mission or positions.

- | will not use Marine Corps I T resources for the unauthorized acquisition, use, reproduction, transmission, or distribution of any controlled
information, including computer software and data, that includes privacy information, copyrighted, trademarked or material with other intellectual
property rights (beyond fair use), proprietary data, or export controlled software or data.

- | will not modify or attempt to disable any anti-virus program running on a Marine Corps I T system without proper authority.

- | will not connect any personally owned computer or computing system to a DoD network without prior proper written approval.

PART Ill - SECURITY MANAGER VALIDATES THE BACKGROUND INVESTIGATION OR CLEARANCE INFORMATION

28. TYPE OF INVESTIGATION 28a. DATE OF INVESTIGATION (YYYYMMDD)
28b. CLEARANCE LEVEL 28c. IT LEVEL DESIGNATION
[ ]LeveL [ JLEVEL I [ ]LeveLn
29. VERIFIED BY (Print name) 30. SECURITY MANAGER | 31. SECURITY MANAGER SIGNATURE _ |32. DATE (YYYYMMDD)
TELEPHONE NUMBER

PART IV - COMPLETION BY AUTHORIZED STAFF PREPARING ACCOUNT INFORMATION

TITLE: SYSTEM ACCOUNT CODE
DOMAIN
SERVER
APPLICATION
DIRECTORIES
FILES
DATASETS
DATE PROCESSED PROCESSED BY (Print name and sign) DATE (YYYYMMDD)
(YYYYMMDD)
DATE REVALIDATED | REVALIDATED BY (Print name and sign) DATE (YYYYMMDD)
(YYYYMMDD)

DD FORM 2875 (BACK), AUG 2009






INSTRUCTIONS
The prescribing document is as issued by using DoD Component.

A. PART I: The following information is provided by the user when
establishing or modifying their USER ID.

(1) Name. The last name, first name, and middle initial of the user.

(2) Organization. The user's current organization (i.e. DISA, SDI, DoD
and government agency or commercial firm).

(3) Office Symbol/Department. The office symbol within the current
organization (i.e. SDI).

(4) Telephone Number/DSN. The Defense Switching Network (DSN)
phone number of the user. If DSN is unavailable, indicate commercial
number.

(5)Official E-mail Address. The user's official e-mail address.

(6) Job Title/Grade/Rank. The civilian job title (Example: Systems
Analyst, GS-14, Pay Clerk, GS-5)/military rank (COL, United States
Army, CMSgt, USAF) or "CONT" if user is a contractor.

(7) Official Mailing Address. The user's official mailing address.

(8) Citizenship (US, Foreign National, or Other).

(9) Designation of Person (Military, Civilian, Contractor).

(10) IA Training and Awareness Certification Requirements. User must
indicate if he/she has completed the Annual Information Awareness
Training and the date.

(11) User's Signature. User must sign the DD Form 2875 with the
understanding that they are responsible and accountable for their
password and access to the system(s).

(12) Date. The date that the user signs the form.

B. PART Il: The information below requires the endorsement from the
user's Supervisor or the Government Sponsor.

(13). Justification for Access. A brief statement is required to justify
establishment of an initial USER ID. Provide appropriate information if
the USER ID or access to the current USER ID is modified.

(14) Type of Access Required: Place an "X" in the appropriate box.
(Authorized - Individual with normal access. Privileged - Those with
privilege to amend or change system configuration, parameters, or
settings.)

(15) User Requires Access To: Place an "X" in the appropriate box.
Specify category.

(16) Verification of Need to Know. To verify that the user requires
access as requested.

(16a) Expiration Date for Access. The user must specify expiration
date if less than 1 year.

(17) Supervisor's Name (Print Name). The supervisor or representative
prints his/her name to indicate that the above information has been
verified and that access is required.

(18) Supervisor's Signature. Supervisor's signature is required by the
endorser or his/her representative.

(19) Date. Date supervisor signs the form.

(20) Supervisor's Organization/Department. Supervisor's organization
and department.

(20a) E-mail Address. Supervisor's e-mail address.

(20b) Phone Number. Supervisor's telephone number.

(21) Signature of Information Owner/OPR. Signature of the functional
appointee responsible for approving access to the system being
requested.

(21a) Phone Number. Functional appointee telephone number.

(21b) Date. The date the functional appointee signs the DD Form
2875.

(22) Signature of Information Assurance Officer (IAO) or Appointee.
Signature of the IAO or Appointee of the office responsible for
approving access to the system being requested.

(23) Organization/Department. 1AO's organization and department.
(24) Phone Number. IAQ's telephone number.
(25) Date. The date IAO signs the DD Form 2875.

(27) Optional Information. This item is intended to add additional
information, as required.

C. PART Ill: Certification of Background Investigation or Clearance.

(28) Type of Investigation. The user's last type of background
investigation (i.e., NAC, NACI, or SSBI).

(28a) Date of Investigation. Date of last investigation.

(28b) Clearance Level. The user's current security clearance level
(Secret or Top Secret).

(28c) IT Level Designation. The user's IT designation (Level I, Level Il,
or Level Ill).

(29) Verified By. The Security Manager or representative prints his/her
name to indicate that the above clearance and investigation
information has been verified.

(30) Security Manager Telephone Number. The telephone number of
the Security Manager or his/her representative.

(31) Security Manager Signature. The Security Manager or his/her
representative indicates that the above clearance and investigation
information has been verified.

(32) Date. The date that the form was signed by the Security Manager
or his/her representative.

D. PART IV: This information is site specific and can be customized
by either the DoD, functional activity, or the customer with approval of
the DoD. This information will specifically identify the access required
by the user.

E. DISPOSITION OF FORM:

TRANSMISSION: Form may be electronically transmitted, faxed, or
mailed. Adding a password to this form makes it a minimum of "FOR
OFFICIAL USE ONLY" and must be protected as such.

FILING: Original SAAR, with original signatures in Parts |, Il, and IIl,
must be maintained on file for one year after termination of user's
account. File may be maintained by the DoD or by the Customer's
IAO. Recommend file be maintained by IAO adding the user to the
system.
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DD 2875 ADDENDUM
STANDARD MANDATORY NOTICE AND CONSENT PROVISION
FOR ALL DOD INFORMATION SYSTEM USER AGREEMENTS

By signing this document, you acknowledge and consent that when you access
Department of Defense (DoD) information systems:

* You are accessing a U.S. Government (USG) information system (IS) (which includes any
device attached to this information system) that is provided for U.S. Government authorized use
only.

* You consent to the following conditions:

o The U.S. Government routinely intercepts and monitors communications on this
information system for purposes including, but not limited to, penetration testing,
communications security (COMSEC) monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (ClI)
investigations.

0 At any time, the U.S. Government may inspect and seize data stored on this
information system.

o Communications using, or data stored on, this information system are not private,
are subject to routine monitoring, interception, and search, and may be disclosed
or used for any U.S. Government-authorized purpose.

o This information system includes security measures (e.g., authentication and
access controls) to protect U.S. Government interests--not for your personal
benefit or privacy.

o Notwithstanding the above, using an information system does not constitute
consent to personnel misconduct, law enforcement, or counterintelligence
investigative searching or monitoring of the content of privileged communications
or data (including work product) that are related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Under
these circumstances, such communications and work product are private and
confidential, as further explained below:

- Nothing in this User Agreement shall be interpreted to limit the user's
consent to, or in any other way restrict or affect, any U.S. Government
actions for purposes of network administration, operation, protection, or
defense, or for communications security. This includes all communications
and data on an information system, regardless of any applicable privilege or
confidentiality.

- The user consents to interception/capture and seizure of ALL
communications and data for any authorized purpose (including personnel
misconduct, law enforcement, or counterintelligence investigation).
However, consent to interception/capture or seizure of communications and

User Initials





data is not consent to the use of privileged communications or data for
personnel misconduct, law enforcement, or counterintelligence
investigation against any party and does not negate any applicable privilege
or confidentiality that otherwise applies.

- Whether any particular communication or data qualifies for the protection
Of a privilege, or is covered by a duty of confidentiality, is determined in
accordance with established legal standards and DoD policy. Users are
strongly encouraged to seek personal legal counsel on such matters prior to
using an information system if the user intends to rely on the protections of
a privilege or confidentiality.

- Users should take reasonable steps to identify such communications or data
that the user asserts are protected by any such privilege or confidentiality.
However, the user's identification or assertion of a privilege or

confidentiality is not sufficient to create such protection where none exists
under established legal standards and DoD policy.

- A user's failure to take reasonable steps to identify such communications or
data as privileged or confidential does not waive the privilege or
confidentiality if such protections otherwise exist under established legal
standards and DoD policy. However, in such cases the U.S. Government is
authorized to take reasonable actions to identify such communication or
data as being subject to a privilege or confidentiality, and such actions do
not negate any applicable privilege or confidentiality.

- These conditions preserve the confidentiality of the communication or data,
and the legal protections regarding the use and disclosure of privileged
information, and thus such communications and data are private and
confidential. Further, the U.S. Government shall take all reasonable
measures to protect the content of captured/seized privileged
communications and data to ensure they are appropriately protected.

o In cases when the user has consented to content searching or monitoring of
communications or data for personnel misconduct, law enforcement, or
counterintelligence investigative searching, (Le., for all communications and data
other than privileged communications or data that are related to personal
representation or services by attorneys, psychotherapists, or clergy, and their
assistants), the U.S. Government may, solely at its discretion and in accordance
with DoD policy, elect to apply a privilege or other restriction on the U.S.
Government's otherwise-authorized use or disclosure of such information.

o All of the above conditions apply regardless of whether the access or use of an
information system includes the display of a Notice and Consent Banner
("banner"). When a banner is used, the banner functions to remind the user of the
conditions that are set forth in this User Agreement, regardless of whether the
banner describes these conditions in full detail or provides a summary of such
conditions, and regardless of whether the banner expressly references this User
Agreement.
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UNCLASSIFIED//

PASS TO OFFICE CODES

CG MCIEAST//G6//

TO CG COMMARFORCOM//G6//
COMMARCORBASESLANT/ /G6//

CG II MEF//G6//

COMMARFORSOC/ /G6//

CO MCB CAMP LEJEUNE NC//S6/MCSSS//
MCAS CHERRY PQINT CO//S6//

MCAS NEW RIVER AIR STATION NC CO//S6/
MCAF QUANTICO VA//CO/S6//

CO MCAS BEAUFORT SC//S6//

CO MCLB ALBANY GA//S6//

CO BLOUNT ISLAND CMD//S6//

INFO CMC WASHINGTON DC//C4//

CG MARCORLOGCOM//G6// "
CG TECOM//G6//

CG MCRD PARRIS ISLAND

MCNOSC QUANTICO VA//CO//

MSGID/GENADMIN/CG MCIEAST G6//

SUBJ// FLASE DRIVE ACCOUNT LOCKOUT//

REF/A/MSGID:MSG/CMC WASHINGTON DC/182034Z NOV 08// NAR/REF A IS
MARADMIN

647/08 USE OF THUMB DRIVE, MEMORY STICK, CAMERA FLASH MEMORY CARD//
REF/B/MSG/ACC CAMP LEJEUNE/CG MCIEAST/112304Z DEC 08// POC/TONY
GILLESPIE/GS14/DIRECTOR, MITSC MCIEAST/-/TEL:910-451-7003
/EMAIL:TONY.GILLESPIEGUSMC.MIL// GENTEXT/REMARKS/1. THIS IS A JOINT II
MEF,

MARSOC AND MCIEAST MESSAGE. PER MARADMIN 647/08, THE USE OF ANY
FLASH/THUMB

DRIVES, MEMORY STICKS, CAMERA FLASH MEMORY CARDS OR ANY PORTABLE
FIRMWARE

BASED STORAGE DEVICE IS PROHIBITED. OVER A SIX DAY PERIOD (23-28 APR
09),

NETWORK SCANS BY THE MCNOSC REVEALED 767 SEPARATE VIOLATIONS OF THE
MARADMIN. THIS MUST STOP IMMEDIATELY.

2. UNTIL FURTHER NOTICE, ACCOUNTS WILL BE DISABLED FOR VIOLATIONS OF
MARADMIN 647/08. FOR ACCOUNT REACTIVATION, THE ACCOUNT HOLDER MUST
RECEIVE

PERMISSION FROM THE APPROPRIATE G6 OR S6. PRIOR TO REACTIVATION, THE
USER

MUST REPORT TO THEIR INFORMATION ASSURANCE OFFICE AND COMPLETE THE
FOLLOWING:

- FILL OUT A NEW SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR) AGREEMENT
- READ AND INITIAL MARADMIN 647/08

- CONDUCT INFORMATION ASSURANCE (IA) TRAINING REPEAT OFFENDERS ARE
SUBJECT

TO PERMANENT SUSPENSION OF ACCOUNTS AND DISCIPLINARY ACTION.

3. PER MARADMIN 647/08, "EXTERNAL HARD DISK DRIVES ARE NOT SUBJECT TO
THIS

PROHIBITION." THERE HAVE BEEN NO PORTABLE FIRMWARE BASED EXTERNAL HARD
DRIVE

VIOLATIONS IDENTIFIED AT THIS TIME. HOWEVER, IOT ENSURE THAT WE
MAINTAIN





COMPLIANCE AND ACCOUNTABILITY, THE PURCHASE OF ANY EXTERNAL HARD DRIVES
MUST

BE APPROVED BY YOUR G6/S6 VIA THE IT PROCUREMENT PROCESS.

4. CONTACT YOUR G6 OR S6 FOR ADDITIONAL INFORMATION, INCLUDING
AUTHORIZED

PROCEDURES FOR TRANSFERRING CRITICAL DATA FROM AN UNAUTHORIZED DRIVE TO
A

CD/DVD OR EXTERNAL MEDIA PER PROCEDURES OUTLINED IN JTF- GNO FRAGO 13.
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DD 2875 ADDENDUM
STANDARD MANDATORY NOTICE AND CONSENT PROVISION
FOR ALL DOD INFORMATION SYSTEM USER AGREEMENTS

By signing this document, you acknowledge and consent that when you access
Department of Defense (DoD) information systems:

* You are accessing a U.S. Government (USG) information system (IS) (which includes any
device attached to this information system) that is provided for U.S. Government authorized use
only.

* You consent to the following conditions:

0 The U.S. Government routinely intercepts and monitors communications on this
information system for purposes including, but not limited to, penetration testing,
communications security (COMSEC) monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl)
investigations.

o At any time, the U.S. Government may inspect and seize data stored on this
information system.

o Communications using, or data stored on, this information system are not private,
are subject to routine monitoring, interception, and search, and may be disclosed
or used for any U.S. Government-authorized purpose.

o This information system includes security measures (e.g., authentication and
access controls) to protect U.S. Government interests--not for your personal
benefit or privacy.

o Notwithstanding the above, using an information system does not constitute
consent to personnel misconduct, law enforcement, or counterintelligence
investigative searching or monitoring of the content of privileged communications
or data (including work product) that are related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Under
these circumstances, such communications and work product are private and
confidential, as further explained below:

- Nothing in this User Agreement shall be interpreted to limit the user's
consent to, or in any other way restrict or affect, any U.S. Government
actions for purposes of network administration, operation, protection, or
defense, or for communications security. This includes all communications
and data on an information system, regardless of any applicable privilege or
confidentiality.

- The user consents to interception/capture and seizure of ALL
communications and data for any authorized purpose (including personnel
misconduct, law enforcement, or counterintelligence investigation).
However, consent to interception/capture or seizure of communications and
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data is not consent to the use of privileged communications or data for
personnel misconduct, law enforcement, or counterintelligence

investigation against any party and does not negate any applicable privilege
or confidentiality that otherwise applies.

- Whether any particular communication or data qualifies for the protection
Of a privilege, or is covered by a duty of confidentiality, is determined in
accordance with established legal standards and DoD policy. Users are
strongly encouraged to seek personal legal counsel on such matters prior to
using an information system if the user intends to rely on the protections of
a privilege or confidentiality.

- Users should take reasonable steps to identify such communications or data
that the user asserts are protected by any such privilege or confidentiality.
However, the user's identification or assertion of a privilege or

confidentiality is not sufficient to create such protection where none exists
under established legal standards and DoD policy.

- A user's failure to take reasonable steps to identify such communications or
data as privileged or confidential does not waive the privilege or
confidentiality if such protections otherwise exist under established legal
standards and DoD policy. However, in such cases the U.S. Government is
authorized to take reasonable actions to identify such communication or
data as being subject to a privilege or confidentiality, and such actions do
not negate any applicable privilege or confidentiality.

- These conditions preserve the confidentiality of the communication or data,
and the legal protections regarding the use and disclosure of privileged
information, and thus such communications and data are private and
confidential. Further, the U.S. Government shall take all reasonable
measures to protect the content of captured/seized privileged
communications and data to ensure they are appropriately protected.

o In cases when the user has consented to content searching or monitoring of
communications or data for personnel misconduct, law enforcement, or
counterintelligence investigative searching, (Le., for all communications and data
other than privileged communications or data that are related to personal
representation or services by attorneys, psychotherapists, or clergy, and their
assistants), the U.S. Government may, solely at its discretion and in accordance
with DoD policy, elect to apply a privilege or other restriction on the U.S.
Government's otherwise-authorized use or disclosure of such information.

o All of the above conditions apply regardless of whether the access or use of an
information system includes the display of a Notice and Consent Banner
("banner"). When a banner is used, the banner functions to remind the user of the
conditions that are set forth in this User Agreement, regardless of whether the
banner describes these conditions in full detail or provides a summary of such
conditions, and regardless of whether the banner expressly references this User
Agreement.
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CONTRACTOR’S INVESTIGATION (SF-85-P) REQUEST SHEET


FULL SSN:


FIRST NAME:


LAST NAME:


MI:


SUFFIX:


DOB: MM/DD/YYYY:

POB: CITY, STATE:

EMPLOYER:


JOB TITLE:

E-MAIL ADDRESS:


Trusted Agent/Government Rep Name & Ph#:  Ms. Lisa Eby (229) 639-9063


_1353237324.pdf
IMMEDIATE DISCONTINUED USE OF REMOVABLE FLASH
MEDIA STORAGE AND MEMORY DEVICES ON MARINE
CORPS NETWORKS

Date Sgned: 11/20/2008
MARADMIN  Number: 647708

R 182034ZNOV08

MARADMIN 647/08

MSGID/GENADMIN/CMC WASHINGTON DC C4//

SUBJ/IMMEDIATE DISCONTINUED USE OF REMOVABLE FLASH MEDIA STORAGE
/AND MEMORY DEVICES ON MARINE CORPS NETWORKS//

REF/A/MSGID:MCEN OPDIR 293-08/MCNOSC/-/-/NOTAL//

NARR/REF A IS THE MARINE CORPS NETWORK OPERATIONS AND SECURITY
CENTER (MCNOSC) OPERATIONAL DIRECTIVE (OPDIR) 293-08.//

POC/JOSEPH UCHYTIL/MAJOR/UNIT:HQMC C4 IA/-/TEL:703 693-3490
/EMAIL:JOSEPH.UCHYTIL@USMC.MIL//

GENTEXT/REMARKS/1. THIS IS A COORDINATED MESSAGE BETWEEN THE C4 AND
INTELLIGENCE DEPARTMENTS AND IS IN CONJUNCTION WITH REF A.

EFFECTIVE IMMEDIATELY AND UNTIL FURTHER NOTICE, USE OF ANY REMOVABLE
FLASH MEDIA STORAGE DEVICE WHICH USES A UNIVERSAL SERIAL BUS (USB)
CONNECTION IS PROHIBITED ON THE MARINE CORPS ENTERPRISE NETWORK
(MCEN), BOTH NIPRNET AND SIPRNET, AS WELL AS THE MARINE CORPS
SENSITIVE COMPARTMENTED INFORMATION (SCI) NETWORKS (JWICS AND
NSANET).

2. PROHIBITED DEVICES INCLUDE, BUT ARE NOT LIMITED TO: FLASH/THUMB
DRIVES; MEMORY STICKS; CAMERA FLASH MEMORY CARDS; OR ANY PORTABLE
FIRMWARE BASED STORAGE DEVICE. EXTERNAL HARD DISK DRIVES ARE NOT
SUBJECT TO THIS PROHIBITION.

3. THIS ACTION IS PREDICATED ON A CREDIBLE AND SUBSTANTIAL THREAT

TO USMC NETWORKS.

4. WAIVERS. NO WAIVERS OR EXCEPTIONS TO THIS MARADMIN ARE
AUTHORIZED.

5. COMMANDS WILL ENSURE THE IMPLEMENTATION OF THIS POLICY WITHOUT
DELAY AND DISSEMINATE THROUGH THE WIDEST MEANS, INCLUDING POSTING ON
ORGANIZATIONAL BULLETIN BOARDS.

6. CANCELLATION CONTINGENCY. THIS MARADMIN WILL REMAIN IN EFFECT
UNTIL SUCH TIME AS A SUBSEQUENT MARADMIN AUTHORIZING THE CONTINUED
USE OF REMOVABLE FLASH MEDIA STORAGE DEVICES IS RELEASED.

7. RELEASE AUTHORIZED BY BGEN G. J. ALLEN, DIRECTOR, COMMAND,
CONTROL, COMMUNICATIONS AND COMPUTERS.//
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INVESTIGATION REQUEST INSTRUCTIONS

You have 14 days to complete your investigation before OPM will TERMINATE your request and you must start over.


1.  Your Security Clearance OR Background Investigation is due for submission/renewal. 


2.  SF85 Background Investigation for non-sensitive position requires that you go back 5 full years in residence and employment.


3.  Secret Clearance SF86 and SF 85P requires that you go back 7 full years in residence and employment. 


4.  Top Secret Clearance SF86 requires that you go back 10 full years. 


5.  Please print and review this info carefully, as it will guide you through the investigation process.


6. On Login Page, enter SSN then click on submit. 


7.  On (3) Golden Questions Page (use lower case letters for last name, your city of birth and year of birth). 

8. On next 3 Golden Questions Page, "make up your own questions".  (Use lower case letters).  They can not be the same as previous questions; write them down for reference then click on submits.


9.  Next page should be the starting page of the application.


10. If you get a Validation Response, this means that you have an error.


Read the Validation Response "MESSAGE" and then correct the error.


11. When finished; STEP 1: print archival copy for yourself, Go to Step 4 and: Release Back to Issuing Agency     ( THAT WILL BE MY OFFICE ) I will transmit your investigation to OPM from my OFFICE AFTER YOU ARE FINGERPRINTED MAKE SURE THAT YOU DO (STEP: (4) Release Back to Issuing Agency!!!!! ). Please allow 30mins then contact the LOGCOM Security Manager for an appointment to finish the investigation process. 

ANY PROBLEMS LOGGING INTO YOUR ACCOUNT PLEASE CONTACT LOGCOM SECURITY MANAGER AT 639-7878

PLEASE DO NOT FORWARD THIS LINK!!!

Questions: Please contact your Command Security Manager   Mr. Lawrence Floyd at 639-7878.

12. Use below link to initiate your Personnel Security Questionnaire (PQS):


>http://www.opm.gov/e-qip

KEY NOTE: 


1.  Signature pages will be completed and signed when you come to LOGCOM Security Office BLG. 3500 ROOM 53 and complete your finger print card. You do not need to print off your investigation; we will do that for you. Thanks.

2. You can access this account on your home PC.

3. If you have problems going to the link you can copy and paste the above link and paste it in the GOOGLE browser.
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